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— RETRAH ——

ﬁﬁ?%%ﬂ? HTTP, HTML, JSON,
x-www-form-urlencoded,
« RFC 6749 (The OAuth 2.0 Authorization Framework) Base64, Base64URL,
« RFC 7515 ~ RFC 7519 (JWS, JWE, JWK, JWA, JWT) (AFSEHE S DB y

OAuth & OIDC f58& [AFIfR] Grassssu)

https://www.authlete.com/ja/resources/videos/20200317/ o e NN .
| NEHES T - FeEET |
https://www.youtube.com/watch?v=PKPj MmLg5E

OAuth & OIDC #i58& [77 X b —2 V&)

https://www.authlete.com/ja/resources/videos/20200422/
https://www.youtube.com/watch?v=8WPPrzL-FQc&list=PLxDcFnLrbxvafUBu2GtX35G-iiktmZhWa

OAuth & OIDC #5g= [ErIY 7 T X | iR]

https://www.authlete.com/ja/resources/videos/20200527/
https://www.youtube.com/watch?v=81lEC2KfjN E&list=PLxDcFnLrbxvZs5eWEfxDFdPjrzZ2R7h2Uw
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RFC 6749, 2.1. Client Types

confidential
Clients capable of maintaining the confidentiality of their credentials (e.g., client
implemented on a secure server with restricted access to the client credentials), or
capable of secure client authentication using other means.

public
Clients incapable of maintaining the confidentiality of their credentials (e.g., clients
executing on the device used by the resource owner, such as an installed native
application or a web browser-based application), and incapable of secure client
authentication via any other means.

7547 FEEEFIERR (client credentials) DR AMIZ X205 4T v %
a7 47> v L7 547> b (confidentialclient) ( #FT A5 &N TEAHL
I7A T ENRTY 77 Z47 K (publicclient) &S,
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g5 T bRATET7A—FBRNEDOBER%

AV T 4TI wIL U
oA d— |k OF]Hr] e OF| AR 8
A7)y b OF] FH A 8E OF] A gE
U \/_Xj__ﬂ__ N N
RFC 6749 Je 2T — |‘°7 1/7__\\\/\\/’\7)[/? O%Uﬁﬁﬂﬁb O%Uﬂ%ﬂﬁb
7747k 5
G OF| A8 x R AR A
RFC 8628 | 7/81 R OF]Hr] g OF| AR 8
POLL O] FHr]8E X MR
CIBA PING OF] Al gE X F R ANA]
PUSH OF]FHr] e X M AR
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V BIEENTWBHEAESHEIEIRDZDDH,

1. 2947 b2 LTy vIILAT7O— + X7 Yo 0547k
2. CIBA 70— (POLL/PING/PUSH) + XT3 4T7 >k

V 427V y b 7R—ZESDENTIY 797472 FDH] £V DITEERE,
RFC 6749, 3.1.2.2. Registration Requirements

The authorization server MUST require the following clients to register their redirection endpoint:
* Public clients.
* Confidential clients utilizing the implicit grant type.

V =207 7A7 Y FHFEHDZ7O0—-%2E>TH LW,
OpenlD Connect Dynamic Client Registration 1.0, 2. Client Metadata

grant_types
OPTIONAL. JSON array containing a list of the OAuth 2.0 Grant Types that the Client is declaring
that it will restrict itself to using.
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5547k A — /N —

! A
BSAT AT —..F 77T AR
‘hk—2o v

O public 77 7/'/”*/?‘..‘ Ty RFEA Y K

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

VIZEAEDZE, TI7ER =TI - 7/1/1\/#‘4/#75\@?%?‘?3%%

vV BIAE. BRAIZ Y RRA VDO T 7R M= UARITEINBE
(response type IZ token 75\3 FN5%,5E) &, CIBA D PUSH T— K,
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V b= VTV FRAVPUNATH 9747V FREEZ2ERINBZ EHH B,
1. RFEC7009 URsr—>a vy RiRAg vk
2. RFC 8628 7 /N4 X ] > KA > k
3. CIBA Ny JF v FIVEEEEZ Y R RA Y N — 257y FNERIENE

& RFC 7662 > RFC 8414 i &, A Y PARRI I 3 VIV RRAY M TH I 7472 FFREED
THONBEIICERZA, PoTW0WBZEEFI Y XY —N"—FiThY. HTHERZLDTH B,
77 | OAuth & OIDC 3% [72€ R b —2 V1R #2 3:44~
—P» https://www.youtube.com/watch?v=wAdVvJIX9-Vw&t=224
https://www.authlete.com/ja/resources/videos/20200422/ (ERZv>aO—F)

VRBAIZV FRA Y PTR I 7477 FERREIFERS I W,

4Vfuvvk7m—u%ﬂIyPﬁ4y#L#ﬁh@wo%@#m G5 A TV ERATH
AV T4 7w ILTH A7)y b7 —Tlxo 747> FEREEIZ B 2 b Ly,

> [4Av7Vy b 78—%2F50F7Y 00747 bDH] WD BREED—KF
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BN DT 747 FEREF AT (RFC6749 TERSNA TS HD)

— SN 7\ )7 '\: D
77477 H oy | BRI — N —
A7
s

55472 kD - L7 PEEDD.
- . S~
T7AT =71y g ~\\ F“7:/

vV BaY—nN—No oA T NDETTAT =T Ly bERAERL.
oL TZAT T 75— a3 IlELTHEL,

V =0V VI ITRMIIZAT7MDETTAT =T Ly b EED D,
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=7 7AT Y MDETTAT =T Ly MIEBT ATV MREELD ]
client secret post

v UJIRXRI/NRTA—=X— client id, client secret Z{£7,

POST F—2Z>T> 4>, HITP/1.1
Host: A/ —/V—
Content-Type: application/x-www-form-urlencoded

.cllent id=2 =>4 77> MID
.cllent secret=2 747>, — ;71//’ﬁ

(fbD Y 7 TR b /T X — X —BE|FARR)
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= 7AT > MDETTAT N —=TL Yy MTEKBTTAT Y PRGEEX D 2

client secret basic

sosf (RFC7617) ={£5,

ATV RID: ATy Ry —s Ly

POST ﬁ o>T > NS>~ HTTP/1.1

Host: AT —/V—
Authorization:
Content-Type: appllcatlon/x www—form- urlencoded

(DI T RIS A—R—FEFTEBR)
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ITATY Y=Ly FEBER— YU ST R MIED R TH, ]
AT Y=Ly RS TWA I AT BN BB, |

___________________________________________________________________________________________________

79747 =0Ly bTT—RIZBLL, Y= N"—AITXTDEZZEIT 5,

77477k A H — /N —
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v RFC 7523 : JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication
and Authorization Grants / 2.2. Using JWTs for Client Authentication

"y 747~ hID",
"J 747 ~ID",

"= I RRA R,
: "JWT ID",
" AEARES 1A,
: FEATRA

JWT \7?47 FEREETEDLN D IWT X7 247 b7 —2 3>y N5,




POST f—Z>T > fFZN4 > F HTTP/1.1
Host: n/b\ 7# SN —
Content-Type: application/x-www—-form-urlencoded

client assertion type
urn:ietf:params:oauth client assertion type:jwt—bearer
client assertion

(& Eg)

"J 747 ~ID",

"J 747 ~ID",
"h—T VIV RRA YR,
"JWI ID",

BENEARIE T i,

FITRZ
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9747 7Y —av®aud I2oVWT (1/2)

RFC 7523, 3. JWT Format and Processing Requirements, 3

The JWT MUST contain an "aud" (audience) claim containing a value that identifies the authorization server as
an intended audience. The token endpoint URL of the authorization server MAY be used as a value for an "aud"
element to identify the authorization server as an intended audience of the JWT. The authorization server
MUST reject any JWT that does not contain its own identity as the intended audience.

v RFC7523 | auvd e L TcCh—27 > FRAY D URL ZE->THEWL (MAY) & L TW3,
LH L. BAIY—/"—% audience & L TIETZE AL, NN R], EEMKTE,

OpenlD Connect Core 1.0, 9. Client Authentication

aud

REQUIRED. Audience. The aud (audience) Claim. Value that identifies the Authorization Server as an
intended audience. The Authorization Server MUST verify that it is an intended audience for the token. The
Audience SHOULD be the URL of the Authorization Server's Token Endpoint.

v OIDC Core lZ aud D& L Th—27 >V RRA Y D URL 2#{ES5 RXE (SHOULD) &L TW3,
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9747 FTY—av®aud IOWT (2/2)

OpenlD Connect Client Initiated Backchannel Authentication Flow — Core 1.0, 7.1. Authentication Request

Note that there's some potential ambiguity around the appropriate audience value to use when JWT client
assertion based authentication is employed. To address that ambiguity the Issuer Identifier of the OP SHOULD
be used as the value of the audience. In order to facilitate interoperability the OP MUST accept its Issuer
Identifier, Token Endpoint URL, or Backchannel Authentication Endpoint URL as values that identify it as an
intended audience.

v CIBACore ld. Ny 7 F ¥ FIRALTY FRA YV FTIWT R 7AT7 >V bREEZESHBE. 774
Ty RTH =230 aud DfEIL OpenlD Provider ®#F17#& 5]+ (Issuerldentifier) & X
(SHOULD) &L TW3,

v BEERMED7-H. OpenlD Provider (&, #Ei7&#HAF. F—7 T FRA > FDURL, Ny 7o
F v :ILEREAEZ Y FRA > FDURL 2, aud D& L’Cx IFANR TN RS0y (MUST)

IL;:A#I;LIT (Ej I;'QA»‘@ /:JD& ﬁitf, fcag\ Certified Financial-grade API Client Initiated Backchannel Authentication
- 7R73 Profile (FAPI-CIBA) OpenlD Providers

o) . /8 - N
Certification ZHUE TZ 4Ly,
» These deployments have been granted certifications for these Financial-grade API Client Initiated Backchannel Authentication Profile (FAPI-CIBA) conformance profiles:

Organization Implementation FAPI-CIBA OP poll w/ MTLS FAPI-CIBA OP poll w/ Private Key FAPI-CIBA OP Ping w/ MTLS FAPI-CIBA OP Ping w/ Private Key

Authlete Authlete 2.1
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O TAT U NTY =2 a3l kB TAT Y MR D 1 mmmmmmmmmmmmmmmmmmmmmmmmmmmmommemee !
- cllent secret jwt ;

———————————————————————————————————————————————————————————————————————————————————————————————————

vV ITRER (HRBRR) . /7 A TN —T Ly FEBARELTED,

“OSATYRTH =2 aVIEB S TAT Y NREEA D 2 mmmmmmmmmmmmmmmmmmmmmmsss oo

prlvate_key_jwt E

———————————————————————————————————————————————————————————————————————————————————————————————————

v IERINER (NFERESR) » WEREER#EE L TED,
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SFRAEF . — v

intermediate certificate

root certificate

-
ADRFEDAERE BO AR DIAE CORBAEDILAZE
217 217 17
| A e ik
NN ra&m N rﬁﬁﬁi ORI 4] -
A= o A= 4 R
.
R EERRE )b— hEERAE




(& AUTHLETE

RFC 5280 : Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
4.1. Basic Certificate Fields

Certificate ::= SEQUENCE { Validity ::= SEQUENCE {
tbsCertificate  TBSCertificate, notBefore Time,
signatureAlgorithm Algorithmldentifier, notAfter Time}
signatureValue  BIT STRING }

Time ::= CHOICE { SUbjeCt [Z & %IM—(%E’EL&'—
TBSCertificate ::= SEQUENCE { utcTime  UTCTime, EEEICH T D DT,
version [0] EXPLICIT Version DEFAULT v1, generalTime GeneralizedTime } Subject Alternative Name
serialNumber CertificateSerialNumber, (ERERZ) ILRZEBWT
signature Algorithmldentifier, Uniqueldentifier ::= BIT STRING EET DT —ANZ% N,
issuer Name, —FITHE
validity Validity, —BZhEARR SubjectPublicKeyInfo ::= SEQUENCE {
subject Name, —FKE algorithm Algorithmldentifier,
subjectPublickeylInfo SubjectPublicKeylInfo, —FA%E subjectPublickey BITSTRING }
issuerUniquelD [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version MUST be v2 or v3 Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version MUST be v2 or v3 Extension ::= SEQUENCE {
extensions [3] EXPLICIT Extensions OPTIONAL extnID  OBJECT IDENTIFIER,
-- If present, version MUST be v3 critical BOOLEAN DEFAULT FALSE,
} extnValue OCTET STRING
-- contains the DER encoding of an ASN.1 value
Version ::= INTEGER { v1(0), v2(1), v3(2) } -- corresponding to the extension type identified
-- by extnID

CertificateSerialNumber ::= INTEGER

v X509 v3 EFRRZn#EA ASN.1 (Abstract Syntax Notation One) & WS EETERL D D,

X680 —X¢& L THAEAKRENERINTW S,
https://www.itu.int/rec/T-REC-X.680/
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MR T — 2

ASN.1

ASN.1 (#i%)

ZFERZE
DANR >
(RFC 5280)

(X.680~X.683)

T — R EEDEAN LRI AE 2 R T — X &8
» Distinguished Encoding Rules (DER) » BASEG4 » PEM
XML Encoding Rules (XER) BASE64URL etc.
etc. etc.
N

— X.509 SFERE~DEH

DER (/x4 + VU F7—%)

30
48
03
38
31
04
48
42
c5
FC
D5
31
49
3D
94
6D
44

82
CE
oC
31
32
03
CE
00
43
0B
AE
2E
00
40
55
49
36

o1
3D
04
32
33
oC
3D
04
4D
B4
9D
6F
30
18
E3
49
OE

06
04
6D
33
37
04
02
D7
Cc2
F3
E2
30
46
71
91
48
61

30
03
74
37
30
6D
o1
27
EC
F7
17
0A
02
B3
5B
64
5F

81
02
6C
30
39
74
06
CB
72
28
85
06
21
BA
3F
20
42

AC
30
73
39
5A
6C
08
1C
96
67
B1
08
00
B8
37
8F
3D

02
oOF
30
5A
30
73
2A
2A
F4
oC
86
2A
FD
BE
02
00
4B

01
31
1E
17
OF
30
86
57
EC
52
5A
86
11
86
21
Fo
Fo

02
oD
17
oD
31
59
48
A8
A5
EC
FB
48
oB
55
00
BD
26

30
30
oD
32
oD
30
CE
58
31
B7
03
CE
51
7F
E7
A5

0A
oB
31
32
30
13
3D
F1
B9
co
49
3D
3E
3E
1D
1A

06
06
38
30
0B
06
03
09
Do
E2
BD
04
BF
94
9E
2A

(X.690)

08
03
31
35
06
o7
01
El
66
F3
2D
03
02
04
5D
52

2A
55
30
30
03
2A
07
c7
38
8B
1F
02
43
29
93
D1

86
04
31
32
55
86
03
1C
()
4B
A2
03
FC
35
95
E7

BASE64 (7 X 7 —%) (RFC 4648)

MIIBBjCBrAIBAjAKBggqhkjOPQQDA]APMQOWCWYDVQQDDARtdGxZzMBAXDTEAMTAX
ODEyMz cwOVoXDTIyMDUwM]jEyMzcwOVowDzENMASGALUEAWwWEbXRS czBZMBMGByYQG
SM49AgEGCCqGSMA9AWEHAOIABNCnyxwqVehY8QnhxxzFQO3C7HKWO0yIMbnQZjjJ
/Au@8/coZwxS7LFA4vOLSOWuneIXhbGGWvsDSbOtH6IXLm8wCEYIKoZIzjOEAWID
SQAWRgIhAPORC1E+vwID/D1AGHGzuri+hlV/PpQEKTWUVeORWz83A1EA5x2eXZ0V
bU1JSGQgjwD5valaK1LR50Q2DmFfQj1L+SY=

PEM (7% 2 7 —%) l (RFC 7468)

————— BEGIN CERTIFICATE-----
MIIBBjCBrAIBAjAKBggqhkjOPQQDAjAPMQOWCWYDVQQDDARtdGXxzMB4AXDTE4MTAX
ODEyMz cwOVoXDTIyMDUwMjEyMzcwOVowDzENMAsSGA1IUEAwWWEbXRS czBZMBMGByqG
SM49AgEGCCqGSMASAWEHAOIABNCcnyxwqVehY8QnhxxzFQO3C7HKWO0y1IMbnQZjjJ
/Au@8/coZwxS7LFA4AvOLSOWuneIXhbGGWvsDSbOtH6IXLm8wCgYIKoZIzjOEAWID
SQAWRgIhAPORC1E+vwID/D1AGHGzuri+h1lV/PpQEKTWUVeORWZz83A1iEA5x2eXZ0V
bU1JSGQgjwD5vaUakK1LR50Q2DmFfQj1L+SY=

————— END CERTIFICATE-----
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FFEHA2 (Subject Distinguished Name)

v EFRAZEZ D subject 7 4 — L Fld. ABRICHD <HEfioz5)4%2 (Distinguished Name)
vV EHREFERIZD Common Name E WO BZARX M ZIENT 2G5 L TEHDNS,

1) Authlete ft ®DEFBABZ D F Subject
() ft A s ) ) DER 74—~ v FDIFEAE (/N4 F 1)
30 19 31 17 30 15 06 ©3 55 04 03 0C OE 2A 2E 61 F—R) H o EEE (Subject) ARG
75 74 68 6C 65 74 65 2E 63 6F 6D My HrIFEHLA-HD

RN TWb ASN.1 7 — &S,

— DER/BER 07 — Z #E M7 1 13

SEQUENCE\@‘;%;&:” ASN.1 JavaScript decoder HEF],
SET (%?’Zsé’%ﬁ(:l) — https://lapo.it/asnljs/

SEQUENCE (E &% #1=2) _
OBJECT IDENTIFIER 2.5.4.3 (commonName) FHEBA T

UTF8String *.authlete.com CN=*.authlete.com

X R DN FINRIFICOWTED 71LEk |
RFC 4514 Lightweight Directory Access Protocol (LDAP): String Representation of Distinguished Names
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3

A& 514 (Subject Alternative Name)
v X509 SFBED/N— 3> 3 (RFC5280) TIBEMEEARE ENT-,

vV ILERO—2 & LT, EEERIZ (SubjectAlternative Name) ILEEATEER S N7,

RFC 5280, 4.2.1.6. Subject Alternative Name

SubjectAltName ::= GeneralNames
GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {

N EINE [0] OtherName,
rfc822Name [1] IA5String,

dNSName [2] IA5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER }

Subject = 2 735 Tl3.
FRRA ML LUNIBETET,
BEOEFREZIEET 5

AELHEEIN TR,

Subject Alternative Name
AEZIE, A—ILT KL X,
URI. IP 7 FL XEHFER
BEDOFAREZIEETE b,

=
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#51]) Authlete t= D EFBBE @ Subject Alternative Name

30 27 06 03 55 1D 11 04
20 30 1E 82 OE 2A 2E 61 75 74 68 6C 65 74 65 2E

63 6F 6D 82 9C 61 75 74 68 6C 65 74 65 2E 63 6F
6D

SEQUENCE (E % %4=2)
OBJECT IDENTIFIER 2.5.29.17 (subjectAltName) GeneralName DNN_2F|ZE I
OCTET STRING (E & #=1) TWb,
SEQUENCE (E % #4=2)
[2] *.authlete.com  (dNSName) XRTDEIZEDL S [2] T
[2] authlete.com  (dNSName) Z Ll dNSName BT B,

T 5% l

(I DNS &4 | *.authlete.com
788 DNS % |authlete.com
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v openssl A~V N EWERT 5

$./usr/bin/openssl version -a LibreSSL % 2014 & (2 OpenSSL H» HiR4E L 7=,
Ll?PESSL.2-6-5 . Mac Tlx macOS High Sierra L&, OpenSSL o
built on: c.1ate not.avallable . K4z LibreSSL #fF->TW 3,

platform: information not available

options: bn(64,64) rc4(16x,int) des(idx,cisc,16,int) blowfish(idx)
compiler: information not available
OPENSSLDIR: "/private/etc/ssl™

 brew install openssl . LU DB Tl OpenSSL @ openssl A7 > K %&
$ /usr/local/opt/openssl/bin/openssl version -a £5, LibreSSL ERlx OpenSSL BROF L L=
OpenSSL 1.1.1g 21 Apr 2020 SRS Ay °a oS LN 7R LN T
built on: Tue Apr 21 13:28:37 2020 UTC FoAvA T avIcHmL TR RN D,

platform: darwin64-x86 64-cc

options: bn(64,64) rc4(16x,int) des(int) idea(int) blowfish(ptr)

compiler: clang -fPIC -arch x86 64 -03 -Wall -DL_ENDIAN -DOPENSSL PIC -DOPENSSL_ CPUID OBJ -DOPEN
SSL_TA32 SSE2 -DOPENSSL_BN_ASM MONT -DOPENSSL BN _ASM MONT5 -DOPENSSL_BN_ASM GF2m -DSHA1 ASM -DSH
A256_ASM -DSHA512 ASM -DKECCAK1600 ASM -DRC4 ASM -DMD5 ASM -DAESNI_ASM -DVPAES_ASM -DGHASH_ASM -
DECP_NISTZ256 ASM -DX25519 ASM -DPOLY1305 ASM -D_REENTRANT -DNDEBUG

OPENSSLDIR: "/usr/local/etc/openssl@l.1l"

ENGINESDIR: "/usr/local/Cellar/openssl@l.1/1.1.1g/lib/engines-1.1"

Seeding source: os-specific




(& AUTHLETE

v MEEEERT S

$ openssl genpkey -algorithm EC -pkeyopt ec_paramgen curve:P-256 > private key.pem

> genpkey — MEZEEIVERT 5, RSAX DSA OMEEAEMT 5 7-®H D genrsa ¥ gendsa H
HHD. IRIEIT genpkey ICH > THRh o TW3S,

> -algorithm EC — ¥&MeH#R (EllipticCurve) 7ILTJU XL%EES, TDF 7> a v %FERT 3
EEIFWT -pkeyopt 7V a Y L YRNCEMRITNIE A OB WT EITER,

> -pkeyopt ec_paramgen curve:P-256— P-256 g% fF 5, NIST (X 2#HEED—2,

Digital Signature Standard (DSS), D.2.3. Curve P-256
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

$ cat private key.pem

----- BEGIN PRIVATE KEY-----
MIGHAgEAMBMGBYqGSM49AgEGCCqGSMA9AWEHBGOWawIBAQQgwWSmMbZ2gTKFbyy+q6
JXhuGXFuz8mCqjUhRYvQ/EEgqqihRANCAAS4QckKxSuC89ZfQyTWP+MO1QUCIRRS
HG/oYhFEUSF00SJGgxZgJeUFUglE3HiT/NCsdj8COWDCTGP9Iz20EDNZ

----- END PRIVATE KEY-----




V IBONBEMHERT D

$ openssl pkey -text -noout -in private_key.pem > pkey — SFEICEET HAE AT,
Private-Key: (256 bit) b otext o> FLAVTFEZR FCIERASS

priv: . e Ces B
cl:29:9b:67:68:13:28:56:f2:cb:ea:ba:8d:78:6e: » -noout — L/ N SNSRI
19:71:6e:cf:c9:82:aa:35:21:45:8b:d0:fc:41:20: | » -in private key.pem— A7 7 A JLIETE

aa:.as8

pub: = EREANFEROBREENDTL WS LIS
04:b8:41:c9:0a:c5:2b:82:f3:d6:5F:43:24:d6:3F: \‘;‘_]I_Eo IWKERICT B ESD Y PT LYy,
€3:34:d5:05:1¢c:25:14:52:1c:6f:e8:62:11:44:53:
91:4€:31:22:46:83:16:60:25:e5:05:52:09:44 :dc:
78:93:fc:d0:ac:76:31:02:39:60:c2:4e:a3:fd:23:
3d:a8:10:39:f3

ASN1 OID: prime256vl

NIST CURVE: P-256

\
npm install -g eckles
eckles private_key.pem

= A A

llktyll: IIECIl,
"crv": "P-256",
d IIWEBRICEITEEND, x & y IS L> "d": "wSmbZ2gTKFbyy-g6jXhuGXFuz8mCqjUhRYvQ EEgqqg",

WEHEE NEEOMAIZEEF NS, "x": "UEHJCsUrgvPWX@Mk1j JjNNUFHCUUUhxV6GIRRFORTQE",
d # 59 & NHBEICK S, "y": "IkaDFmA15QVSCUTceJP80Kx2PwI5YMJIOo ©jPagQOofM"
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Z N HETHET D

$ openssl pkey -pubout -in private_key.pem > public key.pem

> pkey — BRICEE T HMIBZ1T D,
> -pubout — NFEEE H
> -in private key.pem— AJ17 7 1 JLIETE

$ cat public_key.pem
————— BEGIN PUBLIC KEY-----

MFKwEWYHK0ZIzj0CAQYIK0ZIZzjODAQCDQEAEUEHICSUrgvPWXeMk1j/NNUFHCUU

Uhxv6GIRRFORTQE 1ROMWYCX1BVIJRNx4k/zQrHY/Ajlgwk6j/SMOqBA58w==
————— END PUBLIC KEY-----

eckles public key.pem

~~ A

"kty": "EC",

"crv": "P-256",

"x": "UuEHJCsUrgvPWXOMk1lj JjNNUFHCUUUhxv6GIRRFORTQE",
"y": "IkaDFmA1l5QVSCUTcelP80Kx2PwI5YMJ0o ©jPagQOofM™

|

{[A\

FEICd TS ENE L,
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v ALAE =T D

$ openssl req -X509 -key private key.pem -subj /CN=client.example.com > certificate.pem

> req -x509 — X.509 GFRREA#1ERL T %, reqld CSR (Certificate Signing Request) #4R%3 %
fcHoavxy RIEH, -x509F4 7> 3% D172 CSR TIEHR L BECEBLIMBEAENRT 5,

> -key private_key.pem— BRZITE D WEHR - AIAROXNREL L2 RNHARZIETET 5,

> -subj /CN=client.example.com— FAREFAFZIET %, -subjF 7> a M EINT
Wi WGEIZ, EREBINFZANT L0070 7 MHFRRI NS,

> BxNEAR =8 E L 7Ly
BEIET 7 4L D30
A&/ b, -days 7
varvzslEoZ L,

MIIBjzCCATWgAwWIBAgIUdRbH+EL1I8iLjnR9eJwCpIU8e8xYWCEYIKOZIZzJOEAWIW
HTEbMBkGALIUEAWWSY2XpZW50LmMV4AYW1wbGUUY29tMBAXDTIWMDYyYyNzExMzgwMloX
DTIWMDcyNzExMzgwMlowHTEbMBkGALIUEAWWSY2XxpZW50LmVAYW1wbGUuUY29tMFkw
EwYHKoZIzjOCAQYIKoZIzjODAQcDQgAEUEHICsUrgvPWXOMk1j/ jNNUFHCUUUhxV
6GIRRFORTEiROMWYCX1BVIJRNx4k/zQrHY/Ajlgwk67j/SMOgBAS86NTMFEWHQYD
VROOBBYEF JaMKA22eKiMXGvSojeoLGChcABcMB8GA1UdIwQYMBaAFJaMKA22eKiM
XGvSojeolLGChcABcMASGA1UdEWEB/wWQFMAMBAT8wWCEYIK0ZIzjOEAWIDSAAWRQIE
N+a6Rbv0z+32q00gKnbQB8sSVeDOgVvRORK13ZuducX4CIQDkgzc1BHoQI6Pby3a0
byBmhjJS/LhhROgzecP/IMDxgA==

----- END CERTIFICATE-----
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vV EEFAZE O ANR = HERT S

ieizizzzitz?% -text -noout -in certificate.pem > x509 — X509 EIEH)%%L: E@—a— %) MIE%{[? 5 o
Data:
Version: 3 (0x2) > -text — 7 L /r y%ﬂ;x l\f\\/ﬁ%%&%%ﬁ_\

Serial Number:
75:16:¢c7:18:49:48:12:22:e3:9d:1f:5e:27:00:29:21:4f:1e:f3:16

Signature Algorithm: ecdsa-with-SHA256 - — T — K —|EE ——
Issuer: CN = client.example.com > nOOUt - l\ é *Lji‘ |ﬁ=|f|§£j:3lz§,§/j—\
Validit

1NclrcyBefore: Jun 27 11:38:03 2020 GMT » -in certificate. pem — ]\jj 7 7 A E’;"E

Not After : Jul 27 11:38:03 2020 GMT

iSubject Public Key Info:

Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:

L aazsgmEi0c, 57E (ssuer) &
F14&#& (Subject) HE—TH5 Z &IFEEH,

@4:b8:41:c9:0a:c5:2b:82:F3:d6:5f:43:24:d6:3f:i
e3:34:d5:05:1c:25:14:52:1c:6f:e8:62:11:44:53:i

91:4e:a1:22:46:83:16:60:25:e5:05:52:09:44:dc:
78:93:fc:d0:ac:76:3f:02:39:60:c2:4e:a3:fd:23:
3d:a8:10:39:f3

ASN1 OID: prime256v1 INCED o
NIST CURVE: P-256 PR DT

X509v3 extensions:
X509v3 Subject Key Identifier:
96:8C:28:0D:B6:78:A8:8C:5C:6B:D2:A2:37:A8:2C:60:A1:70:00:5C
X509v3 Authority Key Identifier:

keyid:96:8C:28:0D:B6:78:A8:8C:5C:6B:D2:A2:37:A8:2C:60:A1:70:00:5C

X509v3 Basic Constraints: critical
CA:TRUE
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:37:e6:ba:45:bb:ce:cf:ed:f6:a8:e3:a0:2a:76:
d9:07:cb:12:55:€0:14:82:14:68:44:ad:77:66:e7:6e:71:7e:
02:21:00:e4:83:37:35:04:7a:10:27:a3:db:cb:76:8e:6f:20:
66:86:32:52:fc:b8:61:44:e8:33:79:c3:1f:24:c0:f1:a8
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v RFC 8705 : OAuth 2.0 Mutual-TLS Client Authentication and Certificate-
Bound Access Tokens / 2. Mutual TLS for Client Authentication

7 V4 /f ) l\ Mutual TLS i@ U, D,U__[-Ij-—/\“_
H—nN—flcs 747>k

7 3 /r 7~/ I\EJ—.EH}%% Eﬁaﬂgb\\igéo
— I/

Mutual TLS =5

.
~

=
NG R
9747

:@734; /h;ftﬁﬂiér N EFRAE

7 747> hERELICHIRTY %,

_\j' :
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JTAT Y MAAEICE B 7 ZA T v MRAEE D 1 (PKIGERRE)

Etls_client_auth

———————————————————————————————————————————————————————————————————————————————————————————————————

V 7 I7AT7 VY METROAZT—RDEND—DZ A Y — "= (Z&FERKL TH <,

I7IAT YR ART =X ALRAE 7 4 —IL R
tls client auth subject dn|SubjectDistinguished Name
tls client auth san dns Subject Alternative Name, DNS
tls:client:auth:san:uri Subject Alternative Name, URI
tls client auth san ip Subject Alternative Name, IP address
tls client auth san email |SubjectAlternative Name, Email

vV BA[Y—NN—[F BRINTZIAHEOXHBEBEHNEFIERINIZEE —HT S
& xMERRT D
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~ ATV NEREICL D7 TA T RREEE D 2 (HECELUARS)

Self Slgned tls client auth

’——————~
N -

vV 7747 v ME, XB09 EEHEZED JWK Set (Jwks) « £7-1E. £D JWK
Set 39 URl (Jwks uri) Z@AI P —N"—(Z&EHKL TH,

"lnyHCquFjxCeHHHMVDTcLScpbO7KUxudBmOMn8C7Q"J  STRRZE /N Ai 1
"8 conxS7LfA4vOLS9WuneIthGGstDSbOtH6Ime8"4 ﬂE’HEEODlAEﬁﬁ‘ODJVVKL%%E%

"P-256",

\"MIIBBJCBrAIBAjAKBggghkjOPQODAJAPMOOwWCWYDVQODDARtdGxzMB4XDTE4MTA!
i XODEyMzcwOVoXDTIyMDUwWMjEyMzcwOVowDzENMASGAl1UEAWWEbXRsczBZMBMGBY!
i qGSM49AgEGCCqGSM49AWEHAOIABNcnyquV6hY8thxszQO3C7HKW9OylenQZ§
i jjJ/AuO8/COZWXS7LfA4VOLS9WuneIthGGstDSbOtH6Ime8ngYIKoZIzjOEE
i AWIDSQAWRgGIhAPORC1IE+vwJD/D1AGHGzuri+hlV/PpQEKTWUVeORWzZ8 3A1EA5x2:
i eXzZ0VbU1lJSGQgjwD5valUaK1LR50Q2DmFfQj1L+SY=" :

RFC 8705, Appendix A. Example "cnf" Claim, Certificate, and JWK & V) k¥ (EREED)
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RFC 7517 : JSON Web Key (JWK), 4.7. "xbc" (X.509 Certificate Chain Parameter)

The "x5c" (X.509 certificate chain) parameter contains a chain of one or more PKIX
certificates [RFC5280]. The certificate chain is represented as a JSON array of certificate
value strings. Each string in the array is a base64-encoded (Section 4 of [RFC4648] -- not
baseb4url-encoded) DER [ITU.X690.1994] PKIX certificate value. The PKIX certificate
containing the key value MUST be the first certificate. This MAY be followed by additional
certificates, with each subsequent certificate being the one used to certify the previous one.
The key in the first certificate MUST match the public key represented by other members of
the JWK. Use of this memberis OPTIONAL.

v x5¢c [Z XHB09 EfBAEF = — > % JSON B2 THRIBEL 7= D,

v £E (L. X509 ZFBAE % DER (Distinguished Encoding Rules) THRIEL7=H D
. <5 |2 BASEGLA TERIBL 72D D,

v RYIOERIZ. S IWK DRI RHEEZ FTILEAS THITNIE G 540,
vV ZHBUEOERIE. ERORAZSDOELZIRILY 2700 DRHEZ 2 TIEHE,
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OpenlD Connect Discovery 1.0, 3. OpenlID Provider Metadata

token_endpoint_auth_methods_supported
OPTIONAL. JSON array containing a list of Client Authentication methods supported by this Token Endpoint.
The options are client secret post, client secret basic, client secret jwt,
andprivate key jwt, as described in Section 9 of OpenlID Connect Core 1.0 [OpenID.Core]. Other
authentication methods MAY be defined by extensions. If omitted, the defaultis client secret basic --
the HTTP Basic Authentication Scheme specified in Section 2.3.1 of OAuth 2.0 [RFC6749].

token_endpoint_auth_signing alg values_supported
OPTIONAL. JSON array containing a list of the JWS signing algorithms (219 values) supported by the Token
Endpoint for the signature on the JWT [JWT] used to authenticate the Client at the Token Endpoint for
the private key jwt andclient secret jwt authentication methods. Servers SHOULD
support Rs256. The value none MUST NOT be used.

v\ token endpoint auth methods supportedld, b—7 YT Y FKRA Y b THR—bFIND
54T NRIEFADY X K,

v’ token endpoint auth signing alg values supportedd. b—7 YTV RS2 T
YR—bFEINBZISAT b T7H—2avDBBLT7LIYVILDY X b, IWTHRZ 547~ 335
(private key jwt & client secret jwt) DHAZIRE LI-XRXRT—X,
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RFC 8414 : OAuth 2.0 Authorization Server Metadata

/nlbjﬁ_/\_ﬁ\#j—_ |\3—5774} V l\nlbnEjj__tt77/r A Ny e I
BEZTILTYVXLAE, TVRRAVPIMZEICEERLTWS,

N—2o T KR4 (RFC 6749)

* token endpoint auth methods supported
* token endpoilnt auth signing alg values supported

JRr—a>rxTy RRA >+ (RFC 7009)
* revocation endpoint auth methods supported
* revocation endpoint auth signing alg values supported

A hrOxRRT7 g KKRA4 >k (RFC 7662)

* Introspection endpoint auth methods supported
* 1ntrospection endpolnt auth signing alg values supported




=

OpenlD Connect Dynamic Client Registration 1.0, 2. Client Metadata

token_endpoint_auth_method
OPTIONAL. Requested Client Authentication method for the Token Endpoint. The options
are client secret post, client secret basic, client secret jwt, private key jwt,
and none, as described in Section 9 of OpenID Connect Core 1.0 [OpenlD.Core]. Other authentication
methods MAY be defined by extensions. If omitted, the default is client secret basic --the HTTP Basic
Authentication Scheme specified in Section 2.3.1 of OAuth 2.0 [RFC6749].

token_endpoint_auth_signing_alg
OPTIONAL. JWS [JWS] a1g algorithm [JWA] that MUST be used for signing the JWT [JWT] used to
authenticate the Client at the Token Endpoint for
the private key jwt andclient secret jwt authentication methods. All Token Requests using these
authentication methods from this Client MUST be rejected, if the JWT is not signed with this algorithm.
Servers SHOULD support Rs256. The value none MUST NOT be used. The default, if omitted, is that any
algorithm supported by the OP and the RP MAY be used.

vV U0 7A T D, b= TV RNRAV NTERTB 747 FEREEARE
G5 AT VT =3 vEZL 7O X L,



=

OpenlD Connect Client Initiated Backchannel Authentication Flow — Core 1.0
1.1. Authentication Request

The Client MUST authenticate to the Backchannel Authentication Endpoint using the
authentication method registered for its c1ient id, such as the authentication methods

from Section 9 of [OpenlID.Core] or authentication methods defined by extension in other
specifications.

v CIBA (Client Initiated Backchannel Authentication) D/ 7 F v X IJLEREFT Y KR4 >~ kTl&
A7 RRAA WA, DFYCIBAZFMABTEZ2DIXaA V74TV vILTTAT Y FDH,

é )

Ny JF X FIIVERT Y FRA Y MIBEITE7 747~ FFAREX 2T —XICEET &

[Issue 102] CIBA: Metadata for client auth at backchannel endpoint
https://bitbucket.org/openid/mobile/issues/102

y,
\ RFC 8414 [ZffilLy, backchannel authentication endpoint auth methods supported &
backchannel authentication endpoint auth signing alg values supported Z T

LTIEEIDEWVWSREI-Tch . CIBA DHERICERYV AEND Z & E3 D >7c, BED?
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Brian Campbell>

There's some historical weirdness to how client authentication has come to be represented (and named) in metadata.
Client registration metadata has only a token endpoint auth method, which despite the name has become the de
facto place in the client data model to say how the client will authenticate to the AS when making any direct client -> AS
call. The parameter name is a bit unfortunate but | believe it makes sense to have a single (backchannel) authentication
method per client. RFC 8414 took a different direction and

has revocation _endpoint auth methods supported and introspection endpoint auth methods supported
etc., which | believe was a mistake. | don't see a clear use case for needing or allowing a different set of auth methods for
the d|fferent endpoints. And having a bunch of supported parameters for different endpoints seems likely to clutter up
the metadata document with a bunch of redundant info.

I'd propose that some text be added into CIBA core that says that, for the backchannel authentication endpoint, the AS
supports the same client authentication methods as indicated with token endpoint auth methods supported. And
state that, for a client, the token endpoint auth methodis the authentication method registered for its client id
regardless of the endpoint being called.

vV TVRRA Y IFDEWIE-TELRDZ AT munﬁﬁ,f%ﬁvmél R — XL focm
RFC 8414 ‘il\/ l\\/Tf/f e I\ECC7 347\ l:l'L»\IZIJ—.EEIé EX QT Q% L/7LC75\\ T U 7L— /L;\

v 7 7AT7 Y REEAEIR T AT v bEIC—DTL, FE L token endpoint auth method
ARTFT—=EANZDOREBTEHONT WD, 1272, ZOELIRIZEZTH D

V RNy 0F v xIIWBEAT VR RAVEDI ZAT Y FREIEEX —XT—XIFb—o vy RiRA >k
DENZimBd 5,
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RFC 8705, 2.1.2. Client Registration Metadata

tls_client_auth_subject_dn
A string representation -- as defined in [RFC4514] -- of the expected subject distinguished name of the
certificate that the OAuth client will use in mutual-TLS authentication.

tls_client_auth_san_dns
A string containing the value of an expected dNsName SAN entry in the certificate that the OAuth client will
use in mutual-TLS authentication.

tls_client_auth_san_uri
A string containing the value of an expected uniformResourceIdentifier SAN entry in the certificate
that the OAuth client will use in mutual-TLS authentication.

tls_client_auth_san_ip
A string representation of an IP address in either dotted decimal notation (for IPv4) or colon-delimited
hexadecimal (for IPv6, as defined in [RFC5952]) that is expected to be present as an iPAddress SAN entry
in the certificate that the OAuth client will use in mutual-TLS authentication. Per Section 8 of [RFC5952], the
IP address comparison of the value in this parameter and the SAN entry in the certificate is to be done in
binary format.

tls_client_auth_san_email
A string containing the value of an expected rfc822Name SAN entry in the certificate that the OAuth client
will use in mutual-TLS authentication.
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shall authenticate the confidential client at the token endpoint using one of the following methods:
1. Mutual TLS for OAuth Client Authentication as specified in section 2 of [MTLS];
2.client secret jwt orprivate key jwt asspecified in section 9 of [OIDC];

(& AUTHLETE

Financial-grade APl - Part 1: Read-Only API Security Profile, 5.2.2. Authorization server, 4

Financial-grade APl - Part 2: Read and Write APl Security Profile, 5.2.2. Authorization server, 14

shall authenticate the confidential client at the token endpoint using one of the following methods (this
overrides FAPI part 1 clause 5.2.2.4):
1. Mutual TLS for OAuth Client Authentication as specified in section 2 of [MTLS];
2.private key Jjwt asspecified in section 9 of [OIDC];

7747 FREAR v RFC 6749 TIRENTWE 7 747~ FBEEAR
client secret basic X X <client secret basic,/client_secret_post>

I¥. FAPI TIZfEAAR],

v WT R/GAERERD Y 747> FERAEARERES
IR DH, BELATLTY XLDWIRERD
client secret jwt ¥, FAPIPart2 TIIEA
Al

client secret post

client secret jwt

private key jwt
tls client auth

OlOJO|O| X
OO0 x| X

self signed tls client auth
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Financial-grade APl — Part 2: Read and Write APl Security Profile, 8.6. JWS algorithm considerations

PS256 RSASSA-PSS using SHA-256 and MGF1 with SHA-256

PS384

RSASSA-PSS using SHA-384 and MGF1 with SHA-384

PS512

RSASSA-PSS using SHA-512 and MGF1 with SHA-512

none

No digital signature or MAC performed

Both clients and authorisation servers:
1. shallusePs256 or Es256 algorithms;
2. should not use algorithms that use RSASSA-PKCS1-vl 5 (e.g. RS256);
3. shall not use none;

29 7 A v FAPIPart2 Tlt. JWSDEL 7L T X L
#5256 | HMAC using SHA-256 ¥ LT PS256 1 ES256 L AMEZR 7L,
HS384 | HMAC using SHA-384
HS512 | HMAC using SHA-512 v $(Z. RFC 7518 (JSON Web Algorithms) T
RS256 | RSASSA-PKCS1-vl_5 using SHA-256 Recommended & XT3 RS256 AMHE
RS384 | RSASSA-PKCS1-vl 5 using SHA-384 e ThHhH L L:;\_]I_j%fo
RS512 | RSASSA-PKCS1-vl 5 using SHA-512

B ST ) /At Vs D by v E,
ES384 | ECDSA using P-384 and SHA-384 JWS [EWAS WA RIGRT TEHN TS B,
ES512 | ECDSA using P-521 and SHA-512 77AT VT =arexDh—"2,

"FAPIPart2 Cl. 2547 FT7H—
a3 vDELZT7ILITY XLH PS256 &
\E8256 DEBLOLNICHIEINS,
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Financial-grade APl — Part 1: Read-Only API Security Profile, 5.2.2. Authorization server, 5 & 6

5. shall require a key of size 2048 bits or larger if RSA algorithms are used for the client authentication;
6. shall require a key of size 160 bits or larger if elliptic curve algorithms are used for the client authentication;

vV 2547 RRIEETRSA 7T X LA=EH S, 8E(132048 £ ML E,
vV 0547y FRAFCEMBGET7IILIY X LAEFESHEES. BREIZ160 By FLLE,

<«—\

Integer allowedMinSize =

|—7 3 /r 7 S I\ 7 —U— [ \‘/ 3 ‘/ @%% T\\J & ﬁ%‘%o getAllowedMinSizeOfKeyForClientAssertionSignatureVerification();

if (allowedMinSize == )

{

\

FAPI OERAREHE/-LTWAAF vy L TW5,

return;

}

Authlete DY — 20— F (2% O—2. BEH £>

Z\- Z O‘ FAP' OD(LA\EE Conformance SUite T\\é Z\- JWK jwk = mBuilder.getlwkForClientAssertionSignatureVerification();
BREROTA M2 LTHEWVLDIZ, Authlete (3£ Z £ T

if (jwk.size() >= allowedMinSize)

L T5D?! Conformance Suite B DT X hIC {
WOW/ / Authlete WMEHLN 2 DHREITZRERE DS S 721!
Authlete 3 W #X T~ }

return;

throw toException(invalid_request, A152303, allowedMinSize);
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H—/N—DRTE (1/2)

v token endpoint auth methods supported (WR—+4257 747 FRAEAR) |
private key jwt %5&5%

Authlete D4 — | #iti—rgz © NONE
__,///7 9547k
. M) CLIENT_SECRET_BASIC
SEEAR 2
[Authlete L v ¥ ~R—2x] CLIENT_SECRET_POST
(https://kb.authlete.com) )
forivate key jut l=& % CLIENT_SECRET_JWT
7747 bR b IR .'Eﬁﬁ,;ﬁ'{[(gaﬁf .
Sir=3 ¥ Y 5 G
v TLS_CLIENT_AUTH

SELF_SIGNED_TLS_CLIENT_AUTH

v token endpoint auth signing alg values_supported (YR—=b+b920747>F
TH—=2avEBERTNIYRL) IZYR= P FTETLITYVILEERD D,

Authlete ®35& — RFC 7518 (JWA) IZEITH5NTWAEBL7ILIY X LAExEDTYR— |,
Tl AN e N2
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L
H—N—DERE (2/2)

VIIAT T =23 D aud DEE L TED 728, issuer (b—7 VRITEFANF) £7/-13
token endpoint (b—27>IT Y FRA Y FDURL) ZHET %,

Authlete D3ZE = | L—sunis © https://example.com
sl
rh—svIvk © https://example.com/token
R4 >~ h® URI

> issuer |Z OpenlD Provider (IdP) @RI F, ID h—27 > mED, IdPAFEITT 5 JIWT D
iss DEE LTHWsNG, F/-. T4 AHNNY =T KA >k (OIDCDiscovery 1.0)
DRX—XURL ELTHALLNS,

> aud OIE L WMEIZERIZIZELRRMKTF, RFC7523 %> OIDCCore o b—2o > TV FiRA >V b D
URL 72, CIBA 7 b #ITERMI T £ 705,

Authlete D356 — b—27 v TV FRA Y PO URL &ERBITEHRIF. &b TH LU,



2947 bOERE (1/2)
V 95 AT b ZA TRy 74T v ILIZT B,

4547147 ©O [® CONFIDENTIAL }

Authlete D54 —

() PUBLIC

v token endpoint auth method (7747 ¥ FRAEATR) Tprivate key jwt ZFERT %,
Authlete D& —

9547 RBE © (PRIVATE_KEY_JWT}
1=
v’ token _endpoint_auth _signing alg (074 T7 v 7YY= a3 vBZT7ILITYXL) T
ERNFREZATILTY X LEFIRT 3,
Authlete Di5& © e .
FPY—vavEHA \ES256 }

ZILIV XL




(@& AUTHLETE

727247 I"GDEQEE (2/2) https://mkjwk.org/
v E%E WK Set ER TEMT 2. |
mkjwk

Bespoke Engineering ¥+ & Authlete #= A simple JSON Web Key generator

B :H: VIN _ N . ~ »
?LET“@;/% E*ﬂ“ﬂ kkl;\/x_m kaVX,f 7‘%@K I3 FEESEYENSDOEE ISONFERTRRULHEDTT, TOYA ME, F—/N\—p
JWK IR D3R 2 BT EE PRI RE, mkjwk ZOMDTOVT Y FTHETE 35 VY ARREMYICERT ZMEERELET,

DY —RAI—RlFeTrEINnTW S,

TOY—IN—DERL L RERF LD ODICHELED TET EIALTE D FtA. NEREACEHNR%E
WL T30, TOY—N—DY—RI1—RiE LTHDhET, EENIBHATEHLTL

ZH—EREERIT R EEEITT) BoREOB*FTCEBRLIWOTHNE, coYrhTHFALT
- A F .

L TE#&T 5, £7CIFIWKSet D

Y PT = jwks uri & L TEXT %,

WKEYrORE ©

(s

- Tok il vy #0/MF FILTUZ L #0I1D
—
DR ERTE SRR EBERESD WK Set IS

S ”eaob5de87rmFZFZAbDnngODbkCGSNj8'|AheC690QA",E Yy Fih—RKicaE— 2w Ih—RicadE— 7w FiR—RKlcaE—
i "y": "r_IrET)sTPOfL47VuKFxvIxzrCpe-OtHE6MO6FEREhg",
1 "alg": "ES256"

HRHT BB —ER




@ AUTHLETE .

-7~ s . s https://mkjose.org/
7 74 < I~ 'H'_“/ = /1lﬁﬁk mkjose

‘/ 7 7 /r 7 \/ l\ _U__\/ 3 /0)/\/( 0 — F_LB%JEH/U\T% simple JOSE generator
~ A 0 — R ERDS]

I,E\ E glzzl_ FSAFY RFPH—gvBENATO—F EEAN  CBA  USIZARATVOE
iss | W2E ".w4326385670", <4547 kD
sub | KR :"4326385670", <« Z4 7> kD s
aud | /B :"https://example.com/token", < l\—7\‘/
exp | 11593684000, —H3hHIRK T B LT B b
= :"eTJeleal3a-92c6-441a-91d8-8a24b9cdal6E"
nbf | X
iat | EE N
1 | as RFC 7523 TI& jti IFEELESINTWBEA, OIDC TlEwiE,
] ST Authlete DIBEEFHIC jti #BRT 5,
‘/ %/K\ T %[Q_} L/ _JVVT 'ﬂ:,—a_ 6 o FRFILIVZL

ES256 (ECDSA using P-256 and SHA-256)

Bespoke Engineering - & Authlete ft DR 2 Rl — E XD mkjose

Z{E Z2 1E£ JOSE (JSON Object Signing and Encryption) % fJE (24 BRI BE 7

JWT 14 JOSE ®—78&), mkjose DY —RZa— FIFA2TABEN TS, o

> mkjose & https://github.com/authlete/authlete-jose O—ETH % mm
jose-generator ZF|FHLTW3%, I¥>» K747 JOSE #4R L7 |

54514, jose-generator # EEA{FE S & LUy,
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=2V 9T R+ (private key jwt T4 7> b

$ curl -k -v https://example.com/token

-d client _assertion type=urn:ietf:params:oauth:client-assertion-type:jwt-bearer

-d client_assertion=eyJhbGciOiJFUzI1NiJ9.ewogICAgImlzcyI6ICIOMzI2MzgINjcwIiwKICAgICIzdWI
10iAiNDMyNjMANTY3MCIsCiAgICAiYXVkIjogImhOdHBz0i8vZXhhbXBsZS5jb20vdGOrzZWailAogICAgImVAcCI6ID
E10TM20DQWMDASCiAgICAianRpIjogImU3ZTF1YTNhLTkyYZzYtNDQXYSO5MWQ4LThhMjR1IOWNKYTE2ZiIKfQ.I0SZca
1mDB_2J9PJiMsqRuUuEYyQnBrihk703qoB7F85Gf1lre2smNMAFDpys6ugkQSy9TnzbLdhSZDp5duaSoI3A

-d grant_type=client credentials

-d client id=4326385670

POST /token HTTP/1.1
Host: example.com
Content-Type: application/x-www—-form-urlencoded

client assertion type=urn:ietf:params:cauth:client-assertion-type:jwt-bearer

client assertion=eyJhbGci101JFUzIIN1J9.ewogICAgImlzcyI6ICIOMzI2MzglNjcwIi1wKICAgICJzdWIiO
iAiNDMyNJM4ANTY3MCIsCiAgICAiYXVkIjogImh0dHBz01i8vZXhhbXBsZS57b20vdGOrZiW4iLAogICAGImV4cCI6
IDEI1OTM20DQWMDASCiAgICAIianRpI JogImMU3ZTEF1IYTNhLTkyYZzYENDOxYSOSMWNQALThhMJR1IOWNkKYTE2Z1IKEfQ.
I0SZcalmDB 2J9PJiMsqRuEYyQOnBrihk70JgoB7F85Gflre2smNMAFDpys6ougkQSy9TnzbLdhSZDp5duaSoI3A

grant type=client credentials

client 1d=4326385670
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v token endpoint auth methods supported (¥ R—+F50 747> FFIEAR)
self signed tls client auth Z8® 5,

Authlete B4 — | #i—r33 © ® NONE
22472k

=t CLIENT_SECRET_BASIC
AL

CLIENT_SECRET_POST
CLIENT_SECRET_JWT
PRIVATE_KEY_JWT
. TLS_CLIENT_AUTH
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2547 bDERE (1/3)
/7347yh§47%:y74?y9th¢60

Authlete D4

9547 917 ©

() PUBLIC

v token endpoint auth method (7 74 7 FREEAR)
self signed tls client auth Z#EIRT %,

Authlete ®I545 —

N—OYIVRIRAV K

7747V hREEEAR ©

————————————————————————————‘

S
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7747 FDERE (2/3)

v BOEZBREZERT 5, | B eE (PEM)

$ openssl genpkey -algorithm EC -pkeyopt ec_paramgen curve:P-256 > private key.pem
$ openssl req -x509 -key private key.pem -subj /CN=client.example.com > certificate.pem

VAR BOBLTHES S WK B ERT 3, L

$ openssl pkey -pubout -in private key.pem > public key.pem <2 (PEM)

$ eckles public key.pem > public_key.jwk «/2EF# (JWK)
(sed -e '$d' -e '/"$/s/$/,/' public key.jwk; printf ' "x5c": [\n " | EFBAZ (JWK)
sed -e '/~-/d' certificate.pem | tr -d '\n'; printf '"\n ]\n}\n') > certificate.jwk

"p-256", i
"x": "uEHJCsUrgvPWXOMklj JNNUFHCUUUhxv6GIRRFORTQE",|
"y": "IkaDFmAl15QVSCUTceJP80Kx2PwIS5YMJOo 03jPagQOfM",,

—NF#E (public key.jwk HHIREH L7=E5)

"MIIBJjzCCATWgAWIBAGIUdRDbH+E1I8iL]JnR9eJwCpIlU8e8xYWCgYIKoZIzJOEAWIWHTELMBKGAIUEAWWSY2xXxpZW50LmV4AYW1wbGUuUY29tMB4 XD '

'TIwMDYyNzEXMZgleoXDTIwMDcyNzExMzgleowHTEbMBkGAlUEAWWSYZXpZW5OLmV4YWlwaUuY29tMkaEwYHKoZIZjOCAQYIKOZIZ]ODAQCDQgA'
'EuEHJCSUrgVPWXOMklj/jNNUFHCUUUhXV6GIRRFORTquRoMWYCXlBVIJRNX4k/ZQrHY/Ajlgwk6j/SM9qBA586NTMFEWHQYDVROOBBYEFJaMKA22e'
'KJ_MXGVS 0JeoLGChcABcMB8GA1UdIwQYMBaAFJaMKA22eKiMXGvSojeoLGChcABCMABGAIUdEWER/ wQFMAMBAf8wCgYIKoZ Iz 0EAWIDSAAWRQ IgN+a
:6vaOz+32qOOgKanB8sSVeDOngoRKlSZudch4CIQDkgzclBHoQJ6Pby3aObmehjJS/thRngeCP/JMquA——"

FEAAE (certificate.pemd HIREH L 288%)




2747 FOEE (3/3)
v HOEZAHAEZIWKSet % jwks & L TEET D, X7TIFIWKSet DIGAT%Z jwks uri &L T
5T 5,

JWKEYrOHRE ©

Authlete ®35& — | ¢
"keys": [
{

"kty": "EC",

"crv'": "P-256",

"x": "uEH)CsUrgvPWX0Mk1j_jNNUFHCUUUhxv6GIRRFORTQE",

"y": "lkaDFmMAISQVSCUTce)P80Kx2PwI5YMJOo_0jPagQOfM",

"X5c¢": [
"MIIBjzCCATWgAWIBAgIUdRbH+EII8iLjnR9ejwCplU8e8xYwCgYIKoZIzjOEAWIWHTEDMBKG
ATUEAWWSY2xpZW50LmV4YW1wbGUuY29tMB4XDTIwMDYyNzExMzgwM10XDTIwMDc
yNzExMzgwM1owHTEbMBKGATUEAWWSY2xpZW50LmV4YW1wbGUuUY29tMFKkwEWYHKo
ZIzjOCAQYIKoZ1zj0DAQcDQgAEUEH)CsUrgvPWX0Mk1j/jNNUFHCUUUhxv6GIRRFORTQEIR
oMWYCXIBVIJRNx4k/zQrHY/Ajlgwk6j/SM9gBA586NTMFEWHQYDVROOBBYEFJaMKA22eK
iIMXGvSojeoLGChcABcMB8GA1UdIwQYMBaAFjaMKA22eKiMXGvSojeoLGChcABCMASGA
1UdEWEB/WQFMAMBAf8wCgYIKoZIzjOEAWIDSAAWRQIgN+abRbvOz+32q00gKnbQB8sS
VeD0gvRoRK13ZuducX4ClQDkgzc1BHoQJ6Pby3aObyBmhj)S/LhhROgzecP/JMDxgA=="

]
}
]
}
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Mutual TLS @ o TLS & U /N — 2
7747 b D=7 A% 7'O% 2 TR L

@B~ @ TR ©E~TEN @ HELHN Eff_”ﬂ'\ﬂog)‘

R R 45 INESE ELZ@ L;E ‘;LES?&%’J‘%
H—/N—ZfRRE Z &% ICz\o

Mutual TLS
Web API

Y—N=—DBERKLBWERY, 774
Ty MIOTAT Y MEBRE R X -
~ TIHWI EITFER, 22T
listen 8443 ssl; < TLSBEZKR— &S 8443 TS5, STRAZ A TRk 3 2 AR IIIE A2 <
ssl certificate /etc/nginx/server_certificate.pem; <« H#—/N—ZFERZE £ 5. optional no ca %,
ssl certificate key /etc/nginx/server_private key.pem; — H—/N—fp2nE —
ssl verify client optional no_ca; — 7547 FFBBEAEKRT 5,
proxy_set _header X-Ssl-Cert $ssl client_escaped cert; «— 4547 FIBBZORE% LY —/NN— (15X D,

location = /token { — UN=—7BFH /token TRITE 72U VTR k%,
proxy_pass http //localhost:8080/api/token; « Efiith—/Y— (nttp://localhost:8080) @ /api/token IZERET 5,

DN—X78F% > TTLSKiKd 23558, EMY—/N—DXF—LlInhttps TIFH < http (I 5,
nginx # U X=X 7OF> & LTESEROXRER (EEER)




(& AUTHLETE

MOduIe ngx_http_SSI_mOdUIe, Embedded Variables http://nginx.org/en/docs/http/ngx http ssl module.html#variables

Sssl_client_escaped_cert

returns the client certificate in the PEM format (urlencoded) for an established SSL connection (1.13.5);
Sssl_client_cert

returns the client certificate in the PEM format for an established SSL connection, with each line except the first
prepended with the tab character; this is intended for the use inthe proxy set headerdirective;

proxy set header X-Ssl-Cert $ssl client escaped cert proxy_set header X-Ssl-Cert $ssl client cert

X=Ssl-Cert: ———- BEGIN%20CERTIFICATE-———--— S0AMIIBjzCCATWgAWIBAgIUdRD X=Ssl-Cert: ——=—- BEGIN CERTIFICATE

H$2BE1I81LjnR9%JwCplU8e8xYwCgYIKoZIz JOEAWIWSOAHTELMBKGAIUEAWWSY2XPZ MITIBjzCCATWgAWIBAgGIUARbH+E1TI81LJnRY9eJwCpIlU8e8xYWCgYIKoZIzjOEAWIwW
W50LmV4AYW1wbGUuY29tMB4XDTIWMDY yNzExMzgwM1 oX$0ADTIwMDcyNzExMzgwM1owH HTEbMBkGAIUEAWWSY2xpZW50LmV4 YW1 wbGUuY2 9tMB4XDTIwMDY yNzExMzgwM]1 oX
TELMBKGAIUEAWWSY2xpZW50LmV4YW1wbGUuY2 9tMFkw30AEWYHK0ZIZzjO0CAQYIKOZIzZ DTIwMDcyNzExMzgwM1owHTELOMBkGAIUEAWWSY 2xpZW50LmV4YW1wbGUuY2 9tMFkw
JODAQCcDQOgAEUEHICsUrgvPWX0Mk1 j$2FjNNUFHCUUUhxv 5 0A6GIRRFORTGE1ROMWYCX EwYHK0ZIzj0CAQYIK0ZIzjO0DAQCcDQUAEUEHJICsUrgvPWX0Mkl j/JNNUFHCUUUhxV
1BVIJRNx4k%S2FzQrHY%S2FA]1gwk6]%$2FSMI9gBAS86NTMFEWHQYD%0AVROOBBYEFJaMK 6GIRRFORTE1ROMWYCX1BVIJRNx4k/zQrHY/Aj1lgwk6]j/SMIgBAS586NTMFEWHQYD

A22eKiMXGvSo0jeoLGChcABcMBS8GA1UdAIwQYMBaAFJaMKAZ22eKiM30AXGvSojeoLGChe VROOBBYEFJaMKA22eKiMXGvSojeoLGChcABcMB8GAIUdIwWQYMBaAFJaMKA22eKiM
ABCMABGALUdJEWEBS2FwQFMAMBAf 8wCgYIKoZIzj OEAWIDSAAWRQIgS0ANS2Ba6RbvOz XGvS0ojeoLGChcABCcMABGA1UJEWER /WwQFMAMBAf8wCgYIKoZIzjOEAWIDSAAWRQIg

$2B32g00gKnbQB8sSVeDOgvRoRK1 3ZuducX4CIQDkgzclBHoQJI6Pby3a0 byBmhjJ N+a6Rbv0Oz+32g00gKnbQB8sSVeDOgvRoRK1 3ZuducX4CIQDkgzclBHoQJ6Pby3a0
S%$2FLhhROgzecP%2FJMDxgA%3D%$3D%0A-———— END%20CERTIFICATE byBmhjJS/LhhROgzecP/JIMDxgA==

v’ $ssl client escaped cert Tld., 7747~ FIFAZEORNAZ% URLTZT>v3— KL, —1TT&* 5,
v $ssl client cert T, RFC 2616 ([H HTTP/1.1) oifRBIZFAL. 774 7> FERBEDOHNRZEHITICOT TES,

v RFC 7230 (3t HTTP/1.1) #' Line Folding ZBElE L7=7=. EfIY—/"—AY RFC 7230 (ZEZIZHED Web Y —N—DIFE,
$ssl client cert TIEIZZ7—DEELTLE D,
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YN—R7AFY
V 5—NN—HOMFREY —AN"—GIAEZHAET 5, I TIXELICECERUIREZERT %,
$ openssl genpkey -algorithm EC -pkeyopt ec_paramgen _curve:P-256 > server_private key.pem

$ openssl req -x509 -key server private key.pem -subj /CN=localhost > server certificate.pem

V )R=70F L %kET D, T I TIENginx ZFIAHT 5,

$ vi nginx.conf
$ nginx -c nginx.conf

oY —/N— (kY —/3—)
V BAY—/N—%EFHT B, T Tl https://github.com/authlete/java-oauth-server Z1{E 5,

$ git clone https://github.com/authlete/java-oauth-server
$ cd java-oauth-server

$ vi authlete.properties

$ mvn jetty:run &

BAY—N=DREL, UNR—RATAFL LI TATY PEORD TLS BETERAS NI 74T k|
ALAEZ. UN—RT7AFUHEET S HETRITERNZ T NIE7E 570\, java-oauth-server (&, HTTP |
~y & — x-5sl-Cert |C URL T a—RENicy 747 bEEAZE (PEM) AL, BHT 5, ;



(& AUTHLETE

=22V xTX b (self signed tls client_auth T7 54 7 FEREE)

$ curl
-k # Y —N—FFRZORAI IOV, Y—N"—GIAZEIEBRADOBCEBERIIRELD T,
--key /tmp/private_key.pem #0747 M EGE
--cert /tmp/certificate.pem #0747 MERRE
https://localhost:8443/token # ) N—=270F (nginx) BMEHT B b= > TV FRA VK
-d client _id=4326385670 # b= )T AT A —K—client_id
-d grant_type=client credentials # t—27 > U 7T A /N7 X —%X—grant_type

Y —nN—%EELT{FHE

$ curl #0747 FEAEORNRZ URL T a—F L, X-Ssl-Cert Ny X —DEL T 5,
-H 'X-Ssl-Cert:' php -r "echo rawurlencode(file get contents('certificate.pem'));""
http://localhost:8080/api/token # (it —/— (java-oauth-server) "\ {2fts 2 h—2 T K4 >~ |
-d client id=4326385670 # b= 7T RINNTA—K—client_id
-d grant_type=client_credentials # ~F—7 > U 7T X /N7 X —%—grant_type




(& AUTHLETE

Authlete @ MTLS €7/ SDE S k5 o

74Tk DNN—XT7BaF> [ H — /N — TV RRAY FDOEREDL. AUTHLETE
ST -7 T X +D

SR % /api/auth/token ﬂ/
APl IZEET 2, {
<4—» /token & » /api/token < w

clientCertificate /N7 X —«X —%Tﬁh\

v Authlete D7 —F 77 Fvld. 7747~ FMNEBBEDRAE% /api/auth/token APl IZT7 247> b
(1) TLS #%5& (2) RFC 8705 (7 54 7> FEREF KR ONEFBAE AAAE R BRI, AHERS T4 7 b
IWNAYT A4, Q) oOAEHYR—FLTWS, 2EF (RFC 8705, 2) ¥, EFEAZEI(CHI(T <

_ \ R . \ 774z k—2> (RFC 8705, 3) (SfAR=E
V ZOT7—FFI0FvIZLY, FoLkS5hYNN—27aFo0 N e
\ DYE: AN <
APIEIEY )2~ a v EE-TUBELTH, ZNAY T4 ?;274/7) WEE LTI
7 NEFBREA Y He#gE X 2 > T, RFC 8705 % °
HR— T AT Y —NN—AFEETEIENTX S,

Justin Richer IC & 2f238hEH (REFE - BAZERTZ) APEABVLVDO T, BIERTLCIEEN ]
https://www.authlete.com/ja/resources/videos/20180724/authlete-fapi-enhancements/



https://www.authlete.com/ja/resources/videos/20180724/authlete-fapi-enhancements/

(& AUTHLETE

"Authlete FAPI Enhancements Part 1" by Justin Richer in July 2018 (8:38~)
https://www.youtube.com/watch?v=hYhHanbFzIA&t=518

But remember in the Authlete model. We're talking to an API. So what do we do for
mutual TLS in the Authlete model?

The client is going to do mutual TLS authentication to the authorization server. Then
the authorization server is basically just going to say, "Hey, here's the certificate that |

was presented as part of that incoming thing. I'm gonna hand that over to the API.

And then the API is effectively gonna be acting as my certificate authority. It's going to
figure out does this certificate makes sense for this client for this context.

Now here's what | find particularly interesting about this model.

Like | said, TLS assumes that it's one computer talking to another. In today's
environment, with cloud services and microservices and Docker containers and stuff
like that. What does computer even mean anymore?

We've got one system talking to another system. Chances are you're going through a
TLS terminator, reverse proxies, APl gateways and a whole stack of other things.

This notion of we've got point-to-point encryption and it's fully authenticated and fully
validated in both directions. It doesn't match the deployment model of computers that
we have today.

So the kinds of things that we're doing here, out of the box from a TLS perspective, it
looks kind of weird. But | would argue that's because TLS is all slow at keeping up with
how computers are being deployed these days.

WE—FE. Authlete DEFTILZBULH L TL X0, BA[HY—/3—|F Authlete API &
BETBZEI2HY F9, Authlete TFILTlE. WAATLS A2 ED L S ICEY % ->T
WBDTL &EDH?

7747 MRIBAY —AN—ICH L TRAMTLS WA ZERITLET, 2 BRI T —
N—IF Authlete AP IZ LT, 7547 A oDOBEOHRICERAENH -7-AT
TE, TNEETIO, HEIFLALL] EES ZEICRY £,

% L T Authlete APl |2, BRI —/NN—(2¢ > TOFEFEE L THBE L 9, Authlete
F [CoarvTFFAMIBWT, TDOIZ AT MAZORAEARA WS Z &1,
WUIMNE DD ZHEIDODZ EICHY ET,

ZIZHBHD. TOETIOEAVE ZATT,

LIcBsELLA-BY., TLSIZ1E80avybEa—42—ARoa v —4—ELBETS
ZEEEHRELTVWET, SHO®RETIE, /777 RV —EXR, v/ 70— X,
Docker Ay T F—HENHY FT, ZOLH%AR, "AvEa—K—"¢&FET WS
E®RTLLEON?

HDEVATLDRDORTLEBETSHELFLED, ZOBRETIZ, TLSX—=3
t—X—, UNR=—7AOFx>— APIT—FrT A4, ZOMBNAWARAR Y 7%
BB L TWAREEELHY £7,

TLS AYMERL TW, RAY b Y — KA > FDOESt. AR TDTERR
SHEF L S EF 1L —E@:yel—&—®77m4x/%%rwti%@@t 25—
LEH A,

NMMmAMﬁﬁoTv5:tt I, kO TLSOBERICIEEWE DT, —R3 5 &
%ﬁ;biii LAaLb7-LICIE. THEBEEDI VY2 —4—0TF7a(4FE£0D
EREIZTLS e Lvm»fmanwﬂ;J%iiTo

https://www.authlete.com/ja/resources/videos/20180724/authlete-fapi-enhancements


https://www.youtube.com/watch?v=hYhHan5FzlA&t=518
https://www.authlete.com/ja/resources/videos/20180724/authlete-fapi-enhancements/

(& AUTHLETE

FAPI Basics Supplement: Integration with Reference Implementations
https://www.authlete.com/ja/developers/tutorial/fapi with ref impl/

v’ Financial-grade API (FAPI) DR 70— APl Y VX b AT Fa—FU T

VEERIO—F&EID b= ORITEHEINAT7 Yy F7A—T, tls client auth!(Z&?
9547 FRIFDIFH, FAFAEICHfTL 7o 2 F—2 >~ (certificate-bound access
token) DERE ZOHMEBFEICOWTHER L TWLWS,

SFRRZICH(IK 7 78R b= 2 DOWT OBE IC & %R |

OAuth & OIDC fhig& [7? 2R b —2 »#&] 5.Proof of Possesion
https://www.youtube.com/watch?v=ampSEBW6vKM&]l ist=PLxDcFnLrbxvafUBu2GtX35G-iiktmzhWas&index=6
https://www.authlete.com/ja/resources/videos/20200422/ (BRlZ7>n—FR)

vV UNR=X7Aax & L TApache ZFE D FEZBNL TS,
N5DOF1—KJUFPILT

5 RY — ~ - = y — .3-\-4/\\\ .
Authlete 7Ly RX—-RX: 7747 F8& ZDTEEFNFT & m
EH. DIRTTHBARBA - s
https://kb.authlete.com/ja/s/oauth-and-openid-connect/t/client-auth \ .

v client secret jwt ©° tls client auth®DFa—hFUT7ILEHEH D,


https://www.authlete.com/ja/developers/tutorial/fapi_with_ref_impl/
https://kb.authlete.com/ja/s/oauth-and-openid-connect/t/client-auth
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77477 FRRALAR : IESERERAT & HERAL BERIETRA =
client secret post RFC 6749 | 7247 bir—7 Ly bR [EXE client secret
client secret basic RFC 6749 | /AT bor—0 Ly b &R [EXE BASIC %3
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