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 "In short, the FAPI working group recommends that
deployments being specified at present use FAPI 1.0
Advanced, since it is Final and has been formally
verified. At the same time, we also encourage people
interested in FAPI 2.0 development to participate

in the working group.”

Source: What are the differences between FAPI 1.0 and FAPI 2.0 and what do they mean to you?
https://openid.net/2021/12/14/what-are-the-differences-between-fapi-1-0-and-fapi-2-0-and-what-do-they-mean-to-you/
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Source: openid / fapi / issues / #432 - FAPI2 Trust Framework structure — Bitbucket https://bitbucket.org/openid/fapi/issues/432/fapi2-trust-framework-structure
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* Request Object: OpenlD Connect Core 1.0 incorporating errata set 1 https://openid.net/specs/openid-connect-core-1 0.html#JWTRequests
* PAR: RFC 9126: OAuth 2.0 Pushed Authorization Requests  https://www.rfc-editor.org/rfc/rfc9126.html
* PKCE: RFC 7636: Proof Key for Code Exchange by OAuth Public Clients https://datatracker.ietf.org/doc/html/rfc7636

* “Hybrid": OpenID Connect Core 1.0 incorporating errata set 1 https://openid.net/specs/openid-connect-core-1 0.html#HybridFlowAuth

* JARM: Financial-grade API: JWT Secured Authorization Response Mode for OAuth 2.0 (JARM) https://bitbucket.org/openid/fapi/src/master/Financial APl JWT Secured Authorization Response Mode.md
« iss: OAuth 2.0 Authorization Server Issuer Identification https://datatracker.ietf.org/doc/html/draft-ietf-oauth-iss-auth-resp

» mTLS: RFC 8705: OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound Access Tokens https://datatracker.ietf.org/doc/html/rfc8705#section-3

* DPoP: OAuth 2.0 Demonstrating Proof-of-Possession at the Application Layer https://datatracker.ietf.org/doc/html/draft-ietf-oauth-dpop
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https://datatracker.ietf.org/doc/html/draft-ietf-oauth-iss-auth-resp
https://datatracker.ietf.org/doc/html/rfc8705#section-3
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-dpop
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Source: openid / fapi / issues / #432 - FAPI2 Trust Framework structure — Bitbucket https://bitbucket.org/openid/fapi/issues/432/fapi2-trust-framework-structure



https://bitbucket.org/openid/fapi/issues/432/fapi2-trust-framework-structure

AUTHLETE@®

Beyond “FAPI 1"

fﬂﬂ H tﬁ*.b DE]

« scoped Y HEML [FRAIFFEH] #5779, FAPI%Z
KALEEZRIOVRT LI ZENENHB IS0 L TUWLWV:

ll: Lodging Intent Pattern RESOUICE | oo ngent || ciemt | Authorization | Resource

a

B — R/X—F 4 A RITD APl IC O EIFRINE R
REBREERED [ F > b #EFEF
BHRINT-ARZ. MAEHIRITOWeb Y A b
77 VIS THERR - AR

ARE, Y—FX—=Fupn 41TV ] OAR
DEITEBITOAPICY £ TR b B e

a

RAL AR

a

LRFY R

cf. https://www.authlete.com/ja/resources/templates/sequence-diagrams/

10


https://www.authlete.com/ja/resources/templates/sequence-diagrams/

AUTHLETE@®

Beyond “FAPI 1"
Ca e o

A H AR E DERA] (cont)

Q
« RAR (authorization_details) (2 | Reirce | yooiagent | ciem || Authorizs
I e G

£ % [FRAlEFH] R4

URI] 3R]

[V TXMURL %
BURAVITXE

== =3
— 7O R -y » Authz

EP

: RAIL RR R _—

. Y 572 —

U) P IEZ |
Token
EP
b—s>
e I E 53
APIY & TR b

<— APIL ZRY R
izati i |
authorization details D4l 7).

Source: OAuth 2.0 Rich Authorization Requests https://datatracker.ietf.org/doc/html/draft-ietf-oauth-rar#section-2

Resource
Server

1


https://datatracker.ietf.org/doc/html/draft-ietf-oauth-rar#section-2

AUTHLETE@®

Bey(\)nd “FAPI 1"

75y NERE

e A—Y—I7 T4 7~ F~KER (grant) =
5z % Z &IZRE (consent) 5

« 7747 MIHERR (grant) ICBI L.
- BFDgrantziBs L7=W0 - BRYE L7z W
— consentDEFERN TEEF D grantz BHr (e.g,,
EMNDERZ EK) L7z

— E—a2—Y—(Z, clientidlZI@BE=HEEIC
PHhNBH—ERZ & (ZgrantZz K’ L7z L

ALLOW CANCEL

- ACCOUNT INFO
- BALANCE

O WEIGHT
g HEART RATE
O AcTiviTy

ALLOW DENY

12



AUTHLETE@®

Beyond “FAPI 1"

77~ FEE (cont)

« Grant Management for OAuth 2.0

grant® 7 4 7Y% 4 7 IVEBRDHLE
(AT

grant Z & IZ—E7& grant_id =&
SRk BT B FERIY X b
DINFAXA—X—& LT
grant_management_action Z 1& /M

BB - L% Grant Management AP

% FTa

2547k 1LREAVITR b FR

grant &Rk, H L < I
grant_idiC & 2 FEHT - Bif)

2. a—H—
SREE & E
)y —2 IZIEL T

F—F— consentEX{8
—>

4. AL ARV R &
R/ = S
L XKV R (grant_id IRHD)

5. grant_id
EE

6.GMAPI V7 T X |k
(grant_id I & 2 BB% - &%

RAY — /15—

Authz & Token
EP

3. grant& % -
EHT - B

8. GM APl L XKV R
_ (grant 3R#ED - KEhEAD)

GM API EP

7. grant_id{Z
LT Bgrant
DES -

13



AUTHLETE@®

Beyond “FAPI 1"

77~ FEE (cont)

E B - BT - B

— @AYV 7T X %
MA (e, UY—2X
F—F—hE5)

— grant_idz &4 b —
gL RRVRAD
RE SN B

A

[ )
LY

GET /authorize?
&

&
&
&
&
&
(0]

HTTP/1.1

Host: as.example.com

#an] ) 7 T X b (grant management action=update)

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-cache, no-store

{

https:

P—O Y LRKRVR

Source: Grant Management for OAuth 2.0
openid.net/specs/fapi-grant-management-01.html#name-authorization-request
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Source: Grant Management for OAuth 2.0 https://openid.net/specs/fapi-grant-management-01.html#section-6.4-3
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https://openid.net/specs/fapi-2 0-baseline-ID1.html

— FAPI 2.0 Attacker Model
https://openid.net/specs/fapi-2 0-attacker-model-ID1.html

— Grant Management for OAuth 2.0
https://openid.net/specs/fapi-grant-management-ID1.html

. ZDfAEfFH
— openid / fapi — Bitbucket
https://bitbucket.org/openid/fapi/src/master/
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Thank You

Tatsuo Kudo
www.linkedin.com/in/tatsuokudo




