(@ AUTHLETE SOLUTION OVERVIEW

Authlete: APl Authorization Engine

The Authlete OAuth 2.0 and OpenlD Connect solution allows developers
to quickly implement secure authorization servers and identity providers.

How Authlete Works

( P‘// (I" OpenlD

CERTIFIED

v' Providing backend APIs
for implementing

OAuth / OIDC/ FAPI /
CIBA / Device Flow

Ask Authlete to process
OAuth / DIDC protocals
———

&

Authorization Server
Identity Provider

Client App APl requests Ask Authlete to
with tokens [0 — introspect tokens

_—
A T i —
=

Resource Server = TEEEEEEEEEEEsEsEsESs
Authlete API Server

v" No involvement with
user authentication

—————————————————————
[P ————————— R

See authlete.com for more technical details.

Why Authlete?

Faster Time to Market API Authorization Focused
- By leveraging intuitive Authlete APIs, @ Authlete focuses on OAuth and OIDC
— / organizations can quickly implement \ , functionalities; organizations can
— industry-standard OAuth and OIDC ; O z integrate Authlete with any user

servers in a matter of days — not months. authentication service and API
gateway solution.

Enhancing Security

Organizations can protect their APIs
with the most up-to-date OAuth and
OIDC standards, including device flow,
Financial-grade APl and CIBA.

Choice of Deployment

Authlete offers flexible deployment
options, such as managed cloud and
on-premise, in line with organizations'
requirements on security,
performance, compliance etc.




Case Study: Consumer IAM

Background

*NRI SecureTechnologies (NRIST) is one of the largest security

/NRI SECURE /

Customer Identity and Access Management

solution providers in Japan. | E > Authentication

o Uni-ID is their CIAM solution, which has been deployed at telecoms

and media companies that have 10M+ users.
E-Commerce

Challenges

¢ NRIST wanted to develop a new version of Uni-ID with the latest

v TEL/SMS
v FIDO
v One-time password

Threat Detection

identity standards to provide better solution with new features. — ‘ifﬂ‘UnHD v Fraud detection
- v Behavior analysis
Solution
¢ NRIST integrates Authlete as a core component to handle ID Federation / Authorization
OAuth/OIDC protocol and token management. ) )
[g} : Single sign-on/off 7,
a € > Scope management ( 4
Benefit v Accessmanagement .
on-premise

Logistics

e Faster time-to-market with robust OAuth/OIDC implementation
eEnabled to allocate their resources on developing new features.

Case Study: Banking APIs
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Background

eSeven Bank (SB) is a Japanese bank with c.a. 1.9M bank accounts.

*SB wanted to open its banking APIs and had decided to use
Microsoft Azure PaasS to achieve it time- and cost-efficiently.

Problem

¢ Microsoft Azure did not provide API authorization functions that
can satisfy the specification for the banking APIs.

Solution
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¢ Authlete could satisfy the specification for both read-only and read-
write scenarios, and enabled them to build a new authorization
server with Authlete APIs in a month.

Benefit

¢ Achieved faster implementation of banking APIs within 3 months.
¢ Easier to adopt new standards, including Financial-grade API.
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ABOUT AUTHLETE CONTACT

Authlete was co-founded by Taka Kawasaki in 2015. The Authlete solution TOKYO LONDON

is tested and relied on by organizations around the world, including Authlete Inc. Authlete Ltd.

financial institutions, governments, e-commerce, entertainment, and FINOLAB Level 39

logistics companies. The Authlete solution is being developed and Otemachi Bldg 4F, Otemachi 1-6-1 One Canada Square

supported by an international team of experts, with a wealth of experience Chiyoda, Tokyo 100-0004 Canary Wharf, London, E14 5AB

in building and growing leading edge technology companies.
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